
IN THE CIRCUIT COURT FOR DAVIDSON COUNTY, TENNESSEE
AT NASHVILLE

RAYMOND T. THROCKMORTON,
III, TIMOTIIY T. ISFIII, and REGINA
NEWSON,

Plaintiffs.

METROPOLITAN GOVERNMENT
OF NASHVILLE AND DAVIDSON
COUNTY, THE WACKENHUT
CORPORATION, and SPECIAI-IZED
SECURITY CONSULTANTS. INC.

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

Docket No.

Defendants.

VERIFIED COMPI-AINT

Plaintiffs Ravmond T. Throckmorton, III, Timothy'I. Ishii, and Regina Newson for

their cause of action against Defendants Metropolitan Government of Nashville and

Davidson Count/, The Wackenhut Corporation, and Specialized Security Consultants, Inc.

(hereinafter collectively, "Defendants") state as follows :

1 .

PARTIES, JURISDI CTI ON AND VENUE

Plaintiff Raymond T. Throckmofion, III, is a cittzen and resident

Nashville and Davidson County in the State of Tennessee and is registeredMetropolitan

vote.
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to

Z .

and Davidson

a) .

and Davidson

Plaintiff Timothy T. Ishii, is a citizen and resident of N{etropolitan Nashville

County in the State of Tennessee and is registered to vote,

Plaintiff Regina Newson is a citizen and resident of N{etropo[tan Nashville

County in the State of Tennessee and is registered to vote.



4- Defendant N{etropolitan Government of Nashville and Da'r'idson County,

ftereinafter "N{etro"), is a political subdivision of the State of Tennessee responsible for

orrersight, mle making, compliance with state and Federal law, and control of the Davidson

County Election Commrssion, (hereinafter "DCEC") which N{etro oversees. N{etro and the

DCEC are "information holders" as defined in T.C.A $47-18-2107(a)(2).

5. Defendant The Wackenhut Corporation (hereinafter "Wackenhut") is a

for-profit corporation authorized to do business in the State of Tennessee, and its

principal place of business is located at 4200 Wackenhut Drive, Suite 100, Palm Beach

Gardens, Florida, 33410. The Wackenhut Corporation may be sen,ed with process

through its registered agent, The Prentice-Hall Corporation System, Inc., located at 2908

Poston Avenue, Nashr.il le, Tennessee, 37203.

6. Defendant Specialized Security Consultants, Inc. (hereinafter "SSC") is a for-

profit corporation authorized to do business in the State of Tennessee, and its prilcipal

place of business is located at 1018 Mires Road, Ml Juhet, Tennessee, 371,22. Specialized

Securiry Consultants, Inc. mal' be sen'ed rvith process through its registered agent, John B.

Linkill,located at2525A Lebanon Road, Nashville, Tennessee, 37214.

B. The acts, errors and omissions complained of herein were committed within

Metropolitan Nashville and Davidson Counq', Tennessee, and as such, this Court has proper

venue and iulisdiction over the matter under the laws of Tennessee.

FACTS

9. Before December 24, 2007, Plaintiffs registered to vote in Metropolitan

Nashville and Davidson County by providing the DCEC with individual personal

inforrnation including, but not limited to, their first name or first initial and last name,

address and their social securiw number or driver license number. All of this information is



not lawfully made available to the general public from federal, state, or local govemment

records ftereinafter "Personal Information'). Personal Information is defined in T.C.A.

$47-1 B-210t(a)(3)).

10. The DCEC is an agency of Metro.

11. Metro employees typed or entered all of Plaintiffs' Personal Informat-ion into

a computer andfor computer system that the DCEC owns or licenses and saved as

electronic data on multiple DCEC computers.

12. The electronic data on the DCEC's computers containing Personal

Information was ne\rer encrypted by Defendants as required by N{etro policy after the

Plaintiffs' Pers onal In formation was entered.

13. On or before December 24, 2047, the N{etro Department of General

Sen'ices, an agency of Metro, executed a {:re-year cont-ract with Defendant Wackenhut to

provide securiry at several Nletro government buildings, including the Metro Office Building

located at 800 Second Ar-enue South, Nashville, T'ennessee, 37210 (hereinafter "DCEC

Offices").

14. On or before December 24,2007, Defendant Wackenhut subcontracted with

Defendant SSC to provide security at the DCE,C Ofhces.

15. On or about December 24,2007,at approxim ately 9:45 p.m., an employee of

Defendant SSC was working as a security guard and on-dufir at the DCEC Offices.

16. On or about December 24,2047, at approximately 9:45 p.m., a break*in

occurred at the DCEC Offices in which an individual shattered a window. entered the

DCEC Offices, and took multiple pieces of equipment, including the DCEC computers

containing Plaintiffs' Personal Information, without authorjzation (hereinafter the "break-



it"). Approximately Three Hundred and Thirty-Seven Thousand (337,000) individuals'

Personal Information was contained on the DCEC comDuters at the time of the break-in.

17. At the time of the break-in, the stolen .o-Orr,"r, containing the Plaintiffs'

Personal Information had been left out in the open on top of desks after business hours in

violation of DCEC protocol.

18. At the time of the break-in, the stolen computers' passwords and usernames

necessaly to gain access to the computers and Plaintiffs'Personal Information were taped to

the computers.

19. At the time of the break-in, the video recording system cameras on the

outside of the DCEC Offrces were unplugged and had been for an unknown time ptior to

the break-rn.

20. At the time of the break-in, the security guard on-dutl, an employee of

Defendant SSC was listening to Christmas music andf or visiting the break room and/or

ordering food and failed to make his rounds in and around the DCE,C Offices.

21,. The break-in remained undiscovered by Defendants or DCEC for

approximately forty-eight (aB) hours after it occurred despite the existence of a shattered

windorv in the DCE,C Offices.

22. Defendants have failed to notify Plaintiffs in the most expedient time

possible without reasonable delay. Defendants have also failed to notifl, rvithout reasonable

delay, any consumer reporting agencies or credit bureaus of the unauthorized disclosure of

Personal Information.

23. Plaintiffs' unencrypted Personal information has been disclosed without

authorization and remains in the possession of an unauthorized tndividual.



24. The Tennessee Consumer Protection Act, in T.C.A. \47-18-2107,

contemplates immediate and irreparable harm to persons whose Personal Information has

been disclosed without authorization by an rnappropriate or promiscuous negligent breach

of a securitv system.

25. It is the duw of Nletro to adhere to the requilements of T.C.A..547-18-2107

and to take such steps as may be required to prevent further and additional harm to

Plaintiffs.

CAUSES OF ACTION

TENNESSEE COATS UMER PR OTE CTION ACT

26. T'he failure to encrypt and to maintain, without compromise, the secunty,

confidentialitv and integriw of the Personal Information of Plaintiffs in possession of Metro

constitutes a breach of statutory duty pursuant to T.C.A. S47-18-2107(a)(t).

27. As a consequence of this breach, Plaintiffs have suffered an ascertainable loss

of mone\', propeff\', or thing of value where.r'er situated as defined in T.C.A. $47-1S-109.

28. As a consequence of this breach, Plaintiffs must now purchase a credit report

and monitoring of credit record for not less than 90 days.

29. Should there be a further loss by virtue of misuse of Plaintiffs private

information, Defendants are liable for ail services necessary to coffect information reported

to credit agencies through the misuse of Personal Information.

30. Metro is required to noti$r each votet of the security breach pursuant to

T.C.A. S47-1 B-21 07(b).

31 . N{etro is further required to flotiry, without unreasonable delay, all consumer

reporting agencies and credit bureaus, because more than One Thousand (1 ,000) persons'



information has been compromised pursuant to T.C.A. \47-18-2107(g), on behalf of each

voter.

32. Each Plaintiff ha'i'ing been injured by a violation of this section is entided to

damages and injunctive relief, cumulative to other remedies at law pursuant to T.C.A. $47-

1\-2' ,101h\.

G O VE RNME IVTAL T O R T LIAB ILT Y A C T AND IVE GL I G E IVC E

33. By virtue of the foregoing acts of negligence, Defendants Wackenhut and

SSC are liable under principles of common larv, and Defendant Metro is liable under the

Tennessee Governmental Tort l.iabilrr1'' Act, T.C.A, S 29-20-101 et seq., for injury suffered

by Plaintiffs. Each Defendant is guilq' of negligence and hable to Plaintiffs for all injuries

proximately caused thereby.

CLASS ACTION ALLEGATIONS SEEKING INJUNCTIVE AND EQUITABLE
RELIEF

34. In addition to the Plaintiffs' individual claims, this action is brought as a

Class Action seeking certain equitable relief from Defendant and may properly be so

maintained pursuant to the provisions of Rule 23 of the Tennessee Rules of Civil Procedure.

35. A Class Action is superior to other available methods for the fau and

effectir.e adjudication of this clairn and is sought to rectify the breach of securiry and failure

of Defendants to protect personal and confidential information which has materially

compromi:ed thg lgc!{i-ry', confrdentnlity of personql nformation mamtaine{ bypefendagtg

which, if not immedrately addressed, will result in irreparable harm to members of the class.

CLASS DEFINITIOIV

36. Plaintiffs bring this action on their own behalf and as a Class Action under

the provisions of Rules 23.41, 23.02(2) and 23.03(3) of the Tennessee Rules of Civil

Procedure on behalf of all members of a Class of Plaintiffs defined as follows: All



individuals whose unencrypted personal information and computenzed data rvas held and

meant to be secured by Defendants on DCEC's computers, computer system, computer

hard drives, computer discs, and other likely repositories of such information and was

subject to unauthorized disclosure resulting in the material comprornise of the securiq,,

confrdentiality and integriq' of that personal information (herernafter the "Class").

37. Plaintiffs resen'e the right to modifv the Class definition based on the results

of discovery.

IVUAIEROSITY

38. Plaintiffs do not know the exact number of Class members, because this

information is within the control of Defendant, but Plaintiffs believe, on good faith

information and belief, the number of Class members is approxrmately Three Hundred and

Thirty-Seven Thousand (337,000).

39. The Class members are sufficientlv numerous. so that ioinder of all Class

members is impracticable.

44. The precise number of members in the Class and their identities and address

may be determined from Defendant's records.

4L. The Class is readilv ascertainable.

42. 
'Ihe 

likelihood of individual Class members prosecuting separate claims is

remote because the damages suffered by each indir.idual Class member mav be relatively

small.

EXISTE]VCE OF COMMON LAWA]VD FACTS

43. There are well-defined questions of law and fact common to the members of

the Class which predominate over anv questions affecting only individual members,



including legal and facrual issues relating to iiability and damages, r.vhich include, but are not

iirnited to:

A. Defendants' legal responsibrlity to prevent the unauthorized

acquisition of unencrypted data that materially compromises the security, confidentialirv, or

integriq' of personal information maintained by Defendants.

B. Defendants' and DCEC's failure to disclose any breach of the

security of the system, follorving discove4t or notihcation of the breach in the security of the

data, to the Class, whose unencrypted personal information was, or reasonably be[er.ed to

have been, acquired by an unauthorized person, in the most expedient time possible and

without unreasonable delay as required by state law.

C. Defendants' and DCEC's failure to notifv the Class, as owners of the

personal information, of any breach of the securify of the computerized data irnmediateh'

follorving discovery of unauthorized acquisition as required b,v state larv.

D. Defendants' and DCEC's failure to propedy secure the Class's

personal inforrnation by taping passwords and usernames on the computers, unplugging

security cameras, listening to music rather than guarding the data, and neglecting to encn-pt

the data on the computer equpment.

E,. Defendants' and DCEC's failure to notifu. without unreasonable

delav, all consumer reporting agencies and credit bureaus that compile and maintain files on

consumeis on a nauonwide baiis. is defrned 6f Gdeial law, of ihe udng, drsrrfuuuon and

content of the nodces as required by state law.

F. Such other legal and factual issues as may develop and arise during

the course of discovery in this case moving forward.



44. The prosecution of separate actions by individual members of the Class

would create a risk of inconsistent or varying adjudications, establishing incompatible

standards of conduct for the Defendant.

TYPICALITY

45. The Plaintiffs' claims are qrpical of the claims of the Class members they seek

to represent. Plaintiffs share those claims in common with the Class members.

ADE Q UACY OF REPRESENTATI ON

46. Plaintiffs wili farrly and adequately protect the interests of the other members

of the Class.

17. Plaintiffs are committed to and intend to prosecute this action r.igorouslv.

48. The Plaintiffs have no interests that are adverse or antaqonistic to those of

other members of the Class.

49. Plaintiffs have retained counsel who are experienced in litigation of this rype.

50. Plaintiffs enr,.ision no unusual difficulty in the management and maintenance

of this Class Action as a Class Action.

PR ED OMINA]VCE AND S UPE R I O RI TY

51. A Class Action is superior to other methods for the fair and effective

adiudication of this controversy. Treatment as a Class Action will permit a large number of

simrlarly siruated persons to adjudicate their cofiunon claims in a single forum

simultaneously, effectively, and without duplicauon of effort and expense that numerous

individual actions would engender.

52- This suit may also be maintained as a Class Action because questions of law

and fact common to the Class predominate over the questions affecting only individual

members of the Class and a Class Action is superior to other available means for the fatr and



effective adjudication of this dispute. Damages suffered by each individual Class member

may be relatively small, especially given the burden and expense of individual prosecution of

the complex and extensir.e litigation necessitated by the Defendants'conduct. Furthermore,

it would be viltuallv rmpossible for the Class members, on an individual basis, to obtain

effective redress to the wrongs done to them. Moreover, even if Class members themsehres

could afford such individual litigation, the Court system could not; individual litigation

Presents a potential for inconsistent and contradictory judgments. Individualized litigation

incteases the delay and expense to all parties in court systems presented by the legal issue of

the case' By contrast, the Class Action device presents far fewer management difficulties,

and provides the benefits of single adjudrcanon, economies of scale, and comprehensiye

supewision by a single court.

53. This suit may also be maintained as a Class Acuon because Plaintiffs and the

Class seek declaratory andf or injunctive relief, and all of the above factors of numerosih',

questions of fact and law, typicalitv and adequacy, are present. Moreover, Defendants have

acted on grounds generally applicable to Plaintiffs and the Class as a rvhole, thereby making

declaratory andf or injunctive relief proper.

PRAYER FOR RELIEF

WHEREFORE. Plaintiffs demand the followins relief:

I ' That process be issued requiring the Defendants to answer this ComplaintIlar process De lssued fequfmg the l_)eiendants to answer thrs complai

within the time required by law;

2. That the Court enter an order determining that the acdons involving claims

cofirmon to all Class members, may be maintained as a Class action as contemplated by Rule

23 of the Tennessee Rules of Civil Procedure.

l 0



3. That Plaintiffs be awarded such damages as will fully compensate Plaintiffs

for all injuries caused by the Defendant's actions in violation of Tennessee common and

statutory law;

4. That Defendant Metro be required by mandaton' injuncuon to notifz each

Plaintiff, including every member of the Class, of the breach of the securiq' system caused by

its conduct.

5. That Defendant Metro be requiled by mandatoq' injunction to inform each

consumer reporting agency and credit bureau of the breach of the secudty system on behalf

of each and every person whose Personal Information has been compromised.

6. That the Defendants procure a credit report for each Plaintiff from each

credit bureau and credit reporting agency-

7. That the Defendants procure monitoring of credit reports of each person

whose Personal Information has been compromised for not less than 90 days.

B. That the Defendants indemni!, and hold harmless each voter whose

Personal Information has been compromised.

9. That all monetary damages proven at trial be trebled pursuant to the

Tennessee Consumer Protection Act.

10. That the Plaintiffs'attomeys be awarded reasonable attornevs fees and costs

of this action.

TT. Tliat [hEPlainuffs be a*aided ot]rer damages as ma1'be shown by ihe proof.

l 1



Respectfully submitted,

BI-ACKBURN & McCUNE. PLLC

. C^ry Blackburn (#3484)

John Ray Clemmons (#25907)
101 Lea Avenue
Nashville, Tennessee 37 21 0
Telephone: (61 5) 254-777 0
Facsimile: (61 5) 251 -1385
Attorneys for Plaintiffs

VERIFICATION

STATE OF TENNESSEE
COL]NTY OF DAVIDSON

We, and each of us, Raymond T. Throckmorton, III, Trmothl T. Ishii, and Regina Newson,
after first being duly sworn, depose and state as follows: The allegations of the foregoing
Complaint are true and accurate to the best of my knowledge, information and belief.

FURTHER AFFIANT SAITH NOT.

STATE OF: TENNESSEE

COI-INTY OF: DAVIDSON
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,,.i:, i,]1,;11;ii3si6n [xpires MAY 23, 2009

Sworn to and subscribed before me this

Timothv T. Ishii

NOTARY PUBLIC (signature)
My commission exprres: 5- V3:af
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